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Abstract 
Information technology (IT) is one of the fastest growing industries in developed countries. However, because of 
its inherent features, IT projects are processes with high risk as well as high uncertainty. To ensure a smooth 
operation of IT projects, the risk involved in the process needs to be assessed and the uncertainty should also be 
addressed properly. In this paper, critical risk factors in IT projects are analyzed. Thirty one risks were identified 
from expert interviews and a literature review. These risks have been divided into six categories, namely 
commercial and legal risks, economic and market risks, human risks, technical risks, management risks, and user 
risks. The mentioned risk factors are then modeled into a Bayesian network (BN) to facilitate the risk assessment 
of a real world IT project. Bayesian networks are probabilistic, graphical models to handle the uncertainty 
problem in complex systems. Furthermore, different scenarios have been applied on the model and risk change 
rate has been evaluated respectively. 
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Introduction 
In today’s business environment, information 
technology (IT) is considered to be a key source of 
competitive advantage. With its growing strategic 
importance, organizational spending on IT 
applications is rising rapidly, and has become a 
dominant part of the capital budgets in many 
organizations [1]. Information technology 
investments offer several potential benefits to 
enterprises, such as reducing transaction costs, 
improving production efficiency, and facilitating 
better customer relationship. However, IT projects 
are often exposed to additional risks, such as 
requirement risk, technology risk, and so on. An 
information technology project is an inherently 
uncertain investment. Almost everything – user 
requirements, technology, experience of the team, 
market – is changing constantly. Uncertainty in one, 
or a combination of these factors, could considerably 
affect the value of the project, which is of significant 

importance for IT investment decisions. Unsuccessful 
management of IT risks can lead to a variety of 
problems, such as cost and schedule overruns, unmet 
user requirements, and failure to deliver business 
value of IT investment. 
According to the 2011 CHAOS report, only 37% of 
IT projects were delivered on time, within budget, 
and with the required functions and qualities 
during that year, which represents a mere 2% 
increase from 2009 [2]. This unsatisfactory 
performance, especially on quality and function 
parameters, is often attributed to the failure to 
exercise controls or manage risks [3]. Rodriguez -
Repiso et al. [4] considers that the IT project 
management is a challenge even when the 
measures necessary for its success are known and 
understood. According to practitioners surveyed, 
IT project failure was most commonly attributed to 
lack of top management involvement, a weak 
business case and inadequate risk management. 
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The highest ranked factor for project failure was 
risk management [5]. 
Risk management is critical to project 
management; it is one of the 9 knowledge areas in 
project management as defined in the Project 
Management Body of Knowledge (PMBOK) [6]. 
McConnell [7] believes that to obtain a 50–70% 
chance of avoiding time overrun, risk management 
only requires 5% of the total project budget. These 
reasons highlight the urgency and feasibility of IT 
project risk management. Although some 
managers claim that they manage risks in their 
projects, there is evidence that they do not manage 
them systematically [8]. The high failure rates 
associated with projects of information systems 
suggests that organizations need to improve not 
only their ability to identify, but also to manage the 
risks associated with these projects [9]. 
IT project practitioners have long complained 
about the difficulty in determining the real and 
direct risks to guide the allocation of time and 
resources. Most research on IT project risk 
analysis focuses on the discovery of correlations 
between risk factors and project outcomes. 
However, causality rather than correlation, is of 
greater interest to industry experts in IT project 
risk planning because it can determine the causal 
factors that directly affect project outcomes. In this 
paper, we propose a framework for IT project risk 
management using Bayesian network. Our primary 
objective is to perform a causality analysis 
between risk factors and project risk to achieve 
more effective risk control. BN is a graphical model 
that presents probabilistic relationships among a 
set of variables by determining the causal 
relationships among them [10]. Because a 
Bayesian network constructs a cause and 
consequence diagram easily, it could be a suitable 
methodology for project risk management with 
systematic and integrated processes. Therefore, 
this study presents a project risk management 
procedure using a Bayesian network. 
Subsequently, such knowledge can help in 
conducting effective risk analysis and further risk 
planning, which will result in a better 
implementation of IT project risk management. 
 
IT project risk  
Successful IT project usually means that the 
project can be completed within the budget and 
given time, and meet the customers demand for 
high-quality and high-performance. Risk 
management is broadly recognized as an effective 
approach to improve the performance of IT 
projects. The main purpose of project risk 
management is to identify, evaluate, and control 
the risks for project success. Various studies have 
proposed the process of project risk management 
for project success. Though some studies used a 

detailed process for specific application [11], or a 
modified process for evaluating the risk ranking of 
various projects [12], the general project risk 
management process consisted of four phases: risk 
classification and identification, risk assessment, 
risk analysis, and risk control. Since various 
methodologies exist in each process of project risk 
management, del Cano and de la Cruz [13] 
recommended suitable methodologies with 
consideration for project scale, complexity, and 
organization risk maturity level. 
Researchers have identified various risk or 
uncertainty factors that can threaten the successful 
completion of IT project [14,15,16]. Among these 
researchers, Wallace et al. [17] developed a long list 
of risk factors and mapped them into six 
dimensions. Six dimensions of IT project risks are 
identified, namely, team, organizational 
environment, requirements, planning and control, 
user, and complexity. Organizational environment 
and user risks are two dimensions of social 
subsystem risk, which refers to unstable and 
uncooperative social risk (e.g., unstable 
organizational environment and lack of user 
involvement). Requirement and complexity risks 
constitute technical subsystem risk, which refers to 
complex and volatile technical risk (e.g., the 
inherent complexity and requirement uncertainty). 
It is noteworthy that complexity risk is defined as 
the uncertainty inherent from system complexity 
from a traditional technical view, and thus, is 
conceptually different from complexity. Complexity 
is deemed as a source of risks [18]. However, risk 
can also influence project complexity because 
additional interactions and dynamics may be 
expected [19]. Moreover, project complexity 
includes organizational complexity and IT 
complexity [20]. Our definition of complexity risk is 
primarily related to IT complexity and thus can be 
regarded as one dimension of technical subsystem 
risk. Planning and control risk and team risk are two 
dimensions of project management risk, which 
refers to the risk from managing development 
process and team members (e.g., poor planning and 
the uncertainty of team members). 
 

Numerous statistical and data mining methods 
have been used to analyze the relationships 
between variables. For intelligent risk analysis of 
software projects, many works have employed. 
these methods, including regression analysis [21], 
association rules [22], decision trees [23], fuzzy 
logic [24], clustering analysis [3], and neural 
networks [25]. 
Each method has its unique advantages. 
Regression analysis can establish the dependence 
between variables and can be used for prediction. 
Association rules can find rules that can satisfy 
user-specified minimum support and confidence 
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based on (conditional) frequency counting. 
Decision trees are simple and easy to understand, 
while neural networks can capture the non-linear 
interdependence among variables. Fuzzy logic can 
aggregate the scores of risk factors into an overall 
project risk score based on fuzzy set theory, which 
is suitable for inexact risk assessment. Clustering 
analysis groups a set of observations into subsets 
based on the mutual similarity/dissimilarity of 
observations, without manually pre-defining 
specific categories. Unfortunately, none of these 
methods were developed to capture the causality 
relationships in the form of “A influences B.” These 
methods may (unintentionally) discover some 
genuine cause–effect relationships, but they are 
unable to distinguish causality from correlation. 
BN provide an intuitively compelling approach for 
handling causal relationships and external 
influences. In order to consider the dependencies 
and correlations between the factors affecting IT 
projects, this paper proposes a quantitative 
assessment framework integrating the inference 
process of a Bayesian network to the traditional 
probabilistic risk analysis. 
 
Bayesian networks (BNs)  
A Bayesian network, also called a causal network 
or network, is a powerful tool for knowledge 
representation and reasoning under conditions of 
uncertainty [26] and visually presents the 
probabilistic relationships among a set of variables 
[10]. It is frequently applied in real-world 
problems such as diagnosis, forecasting, 
automated vision, sensor fusion, and 
manufacturing control. It has been extended to 
other applications including transportation [27], 
ecosystem and environmental management [28], 
and software risk management [29]. A Bayesian 
network has many advantages such as suitability 
for small and incomplete data sets, structural 
learning possibility, combination of different 
sources of knowledge, explicit treatment of 
uncertainty and support for decision analysis, and 
fast responses [28]. It is therefore applied to 
decision support systems with uncertainty. 
BN is a directed acyclic graph where nodes 
represent the variables and the arcs represent the 
conditional dependencies between the variables. 
If there is a directed arc from a variable X1 to a 
variable X2, then we call X1 as the parent of X2 
and X2 as the child of X1. Based on the Bayes 
theorem, the joint probability of the set (X1,…, XN) 
can be formulated as shown in Eq. (1): 
 

𝑃(𝑋1, … , 𝑋𝑁) =∏𝑃(𝑋𝑖|𝑃𝑎(𝑋𝑖))

𝑁

𝑖=1

 (1) 

 
where Pa(Xi) denotes the set of parents of Xi. 

Each variable in a Bayesian network, X1,…, XN 
possess a probability distribution given its 
parents and the product of these conditional  
probability distributions constitute the joint  
probability distribution of the network. A Bayesian 
network consists of qualitative and quantitative 
parts [30].The qualitative part of a BN, the so-
called structural learning is the graphical 
representation of independence holding among 
variables and has the form of a directed acyclic 
graph (DAG) that is popular in the statistics, the 
machine learning, and the artificial intelligence 
societies. The quantitative part of a BN, the so-
called parameter learning, finds dependence 
relations as joint conditional probability 
distributions among variables using cause and 
consequence relationships from the qualitative 
part and data of variables. BN variables can be 
discrete, continuous, or mixed which includes both 
discrete and continuous variables. For discrete 
variables, each variable Xi has finite number of 
mutually exclusive states that defines the status 
of the variable.  In this study, all of variables are 
discrete variables with three state. 
As mentioned above, if a Bayesian network is 
applied to project risk management, a cause and 
consequence diagram among the risks can be 
easily constructed, risk probabilities can be 
obtained by calculating the joint conditional 
probability among risks, and major risks which 
affect project performance can be identified. 
Therefore, in the remainder of this research, 
project risk management is undertaken in IT 
project using a Bayesian network. 
 
IT Project risk management procedure using a 
Bayesian network 
As mentioned earlier, a cause and effect diagram or 
influence diagram is not frequently used in 
practice, despite graphically expressing the risks 
because some difficulties are encountered such as 
complexity in detailed representation of the 
relationships. However, with a Bayesian network it 
is possible to construct a cause–consequence 
relation visually, and provide conditional 
probabilistic estimations of risks. In this study, a 
project risk management procedure using a 
Bayesian network was derived from the literature 
review and expert interviews and was applied to 
IT project risk management. 
 
Step 1. Risk classification and identification 
Risk identification is the first step of the risk 
management process. It is aimed at determining 
potential risks, i.e. those that may affect the 
project. PMBOK [6] suggests that as many project 
stakeholders as possible should participate in the 
risk identification process. Identifying the risks 
associated with the implementation of IT can be a 
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major challenge for managers, as there are 
numerous ways in which it can be described and 
categorized. Risks vary in nature, severity and 
consequence, so it is important those that are 
considered to be high level risks are identified, 
understood and managed. At this stage, the risks 
which affect the project were categorized, the risk 
items classified, and the important risks are 
identified from various sources (e.g. literature 
review, expert survey, and historical data). 
Although risk classifications have been developed 
in many different ways in the past, most have 
focused on the source criteria [31], although other 
research has considered other factors for its 
application. Alquier and Tignol [32] divided the 
risks into internal and external risks, which are 
respectively those that are supposed to be under 
company control (e.g. processes and resources) 
and those that the company does not control (e.g. 
regulation, legal context, environmental factors) . 
In this study, each risk item was divided into 
Commercial and legal risk, Economic and market 
risk, Human risk, and Technical risk, Management 

risk and User risk. The 31 risk items were selected 
through interviews with IT experts and literature. 
The selected risks categories and 31 risk items are 
shown in Table 1. 
 
Step 2. Risk assessment for a Bayesian network 
At this stage, the risk level of each risk item 
identified from Step 1 was measured and the 
dataset was modified for a Bayesian network 
analysis. The risk level was determined by Eq. (2), 
using the degree of loss and the probability of 
occurrence [33]. The dataset was modified using 
the risk matrix shown in Table 2 to apply a 
Bayesian network Risk. 
 
Risk= (Degree of loss)×( Probability of occurrence) (2) 
 
The respondents were asked about the probability 
of occurrence and the degree of loss, measured on 
a five-point Likert scale (from very low to very 
high), for each risk item. The risk level was 
calculated from the survey data using a risk matrix 
for performing analysis of a Bayesian network. 
 

 
Table 1: The 31 major risk items in IT projects 

 

ID Risk items Risk category 

1 Legal constrains against private and foreign investment (LCI) 

Commercial and 
legal risk 

2 Litigation in protecting intellectual property (LPI) 

3 Friction between clients and contractors (FCC) 

4 No sponsors or wrong sponsors (NSP) 

5 Harmful or strong competitive actions (HSC) 

Economic and 
market risk 

6 Excessive wait for funding, no funding or loss of funding(EWF) 

7 Changing market conditions (CMC) 

8 Lack of acceptance by customers, vendors and business partners (LAC) 

9 Expiry of application due to introduction of new technology (EXA) 

10 Unrealistic Estimate of Budget and project cost (UEB) 

11 Poor quality of staff (PQS) 

Human risk 

12 Frequent team member turnover (FTT) 

13 Team members not trained for group work (TGW) 

14 Project team members resist change (TRC) 

15 Insufficient knowledge transfer in project team (IKT) 

16 Lack of balance or diversity on the project team (LBT) 

17 Problems in technical infrastructures of the country(PTI) 

Technology and 
technical risk 

18 Unidentified technical constraints (UTC) 

19 Incomplete requirements (IRE) 

20 Frequently changing requirements (FCR) 

21 Poor production system performance (PSP) 

22 Existence of technical complexity in project (ETC) 

23 Lack of commitment from management (LCM) 

Management risk 24 Insufficient qualification of project manager (IQM) 

25 Unclear project objectives (UPO) 
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26 Lack of formal change management process (CMP) 

27 Poor decision making process (PDP) 

28 Lack of user involvement during system development (LUI) 

29 Unfavorable attitudes of users towards a new system (UAU) 

30 Inadequate user documentation (IUD) 

31 Inexperienced end users (IEU) 

 
Table 2: Risk matrix for Bayesian network 

 

 
 
Step 3. Constructing the Bayesian network 
Generally speaking, a BN is composed of two parts, 
namely, a qualitative part and a quantitative part. 
The qualitative part of a BN is a DAG, in which 
nodes with several states represent the variables 
of interest with uncertainty, expressed in 
probability, and the directed arcs pointing from a 
parent node to a child node represents the casual 
and conditional dependency relationship between 
those two nodes. In this study, three states “Low”, 
“Medium” and “High” have been assigned for each 
node. The nodes without parents are called root 
nodes of the network. As for the quantitative part, 
it mainly refers to the relationship among a node 
and its parents. The relationship can be expressed 
by the probability of the states of such a node on 
the conditions of different combinations of its 
parents’ states, and such conditional probabilities 
can be formed as a conditional probability table 
(CPT) of such a node. After specifying the structure 
as well as the conditional probabilities, a Bayesian 
network can be constructed. 
In this study, the new systematic approach in 
determining the probabilities of a Bayesian 

network, proposed by Chin et al. [34] is used. 
Suppose there are n states of a node N which has no 
parent, and the probability of each state , i.e., ( ) 
need to be specified. Traditionally, ( ) is specified 
directly by experts, using their knowledge and 
experiences. When the number of states is small, 
such a method may be feasible. With the increase in 
states of a variable, estimating probabilities directly 
to all states at one time may inevitably involve 
biases and inaccuracies. An alternative way is to 
perform pair-wise comparisons (Table 3) between 
states for generating their probabilities. Since there 
are only two instead of n states considered at one 
time in a pair-wise comparison, it should be much 
easier to provide judgments by pair wise 
comparisons than the direct estimation of 
probabilities. In the new approach, the prior 
probability of each state of a node can be 
determined by the following pair-wise comparison 
matrix: 
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Table 3: pair-wise comparison matrix 
 

 
 
In the above matrix, aij (i=1,2, …, n; j=1,2, …, n) can 
be specified by questions like “comparing the state  
Si with Si, which one is more likely to occur and 
how much more likely?” and the value of aij 

represents the multiple of the likelihood of the 
presence of Si over that of Si Note that from the 
meaning of aij, we can find that aij=1/aij and aij=1, 
so there are n(n − 1) different comparisons in the 
above pair-wise comparison matrix. However, it is 
sufficient to provide n(n − 1) interrelated 
comparisons rather than all the n(n−1) different 
comparisons, although it is useful to have more 
comparisons for checking consistency. 

Similar to Saaty's AHP, the relative priorities of Si 
can be generated from the maximum eigenvector 
ω (ω1, ω2,…, ωn)T of the matrix Si and the 
consistency of the pair-wise comparison matrix 
can be checked by the consistency ratio CR = CI/RI, 
where CI is the consistency index, which is defined 
by (max-n) / (n-1) (max is the maximum eigenvalue 
corresponding to ω), and RI is a random 
index related to n as shown in Table 4. A pair-wise 
comparison matrix with CR less than 0.10 is 
considered acceptable. 

 
Table 4: Random consistency index. 

 
n 1 2 3 4 5 6 7 8 9 

RI 0 0 0.58 0.90 1.12 1.24 1.32 1.41 1.45 

 
Since the sum of all the elements in ω is 1 and its 
ith element ωi represents the relative importance 
of the state Si among all the states, it is natural to 
interpret ωi as the prior probability of stat Si. In 
other words, we have 
 
𝑃(𝑆𝑖) = 𝜔𝑖  (3) 
 
The prior probability of root nodes were elicited 
from the expert team via questionnaires and 

applying the methods described above. The 
experts were asked to perform pair -wise 
comparisons between states of each root node for 
generating their probabilities. For instance, the 
prior probability of the states of the node “LCI” and 
“UEB” are estimated as in Table 5. 
 

 
Table 5: Prior probability of “LCI” and “UEB” 

 

 P(LCI = Low) = 0.15 P(UEB = Low) = 0.12 
   

 P(LCI = Medium) = 0.30 P(UEB = Medium) = 0.34 
   

 P(LCI = High) = 0.55 P(UEB = High) = 0.54 
   

 
The BN was created using the Agenarisk (http:// 
agenarisk.com), which is a Bayesian network and 
decision support software, and the marginal 

probabilities of the variables in the network were 
obtained as indicated in Fig. 1. 
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Figure 1: Bayesian network of IT project risk 

 
The model shows that the overall risk of the 
project is skewed toward “High”. In other words 
the probability of being in a high level of risk is 
about 22%. Looking more closely into the model’s 
output, it can be observed that the categories 
“Economic and market risks” and “Commercial and 
legal risks” are more critical rather than the other 
risk categories. Also, the model can present the 
prior probabilities of risk items which had been 
elicited from experts’ judgments. 
In addition to the baseline scenario represented in 
Fig. 1, we would be able to enter various evidences 
into the model’s variables in order to observe the 
change in the posterior probabilities consequently. 
For instance, suppose that the risks “FCC” and 
“NSP” in Commercial and legal category and “ETC”, 
“NFA”, and “FCR” in Economic and market category 
are observed in a high level. The impact of these 
evidences on the project’s risk has been presented 
in Fig. 2 (Scenario 1). As indicated, in the scenario 
1, the probability of a high level of risk has 
increased to 0.31: 

It is not surprising to see that these observations 
lead to an increase in the high states of their 
related categories, i.e. Commercial and legal, and 
Economic and market risks. 
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Figure 2: baseline scenario versus scenario 1 

 
Conclusion 
IT projects management is not free from risks 
which are created from various sources of the 
environment. Thus a comprehensive 
understanding of these possible risks is one of the 
fundamental requirements for successful 
implementation of IT projects. A challenge facing 
IT project managers is to identify potential risks 
and adopt appropriate actions. The literature 
review and interviews with IT experts identifies a 
list of 30 risks in IT projects. The model in this 
study has been constructed in order to determine 
to what extent factors including commercial and 
legal risks, economic and market risk, human risks, 
technical risks, management risks and finally users 
risk would affect risk management of IT projects in 
particular. 
The results of the study focus on assessment of IT 
project risks through scenario analysis. To achieve 
this, several analyses can be conducted to show the 
mentioned factors impact on our model. Besides, 
the model helps us to analyze the model not only in 
terms of single variables but as a whole, the effect 
of several variables can be analyzed also. This 

proposed model is expected to reduce the 
uncertainty about the relation between different 
factors affecting IT projects. The decision makers, 
as a result of a detailed analysis, will be able to 
analyze very easily the impact of any policy that 
they are planning to adopt over IT projects. 
As a further suggestion, this analysis should be 
repeated each year in order to see the updated 
results as well as the changes in the perceptions of 
experts. Additionally, this analysis should be 
expanded to other important sectors in order to 
provide a guide on how to increase their 
comparative advantage. 
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